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15.1 Overview of URPF

Definition
Unicast Reverse Path Forwarding (URPF) prevents network attacks based on
source IP address spoofing.

Purpose
A Denial of Service (DoS) attack disables users from connecting to the server. DoS
attacks aim to occupy excess resources by sending a large number of connection
requests. As a result, authorized users cannot receive responses from the server.

URPF searches the outbound interface in the FIB table according to the source IP
address of the packet, and checks whether the outbound interface matches the
source interface of the packet. If the source IP address does not match the
outbound interface of the packet, the packet is discarded. This prevents IP
spoofing attacks, especially DoS attacks with bogus source IP address.
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Benefits
● URPF prevents source IP address spoofing attacks and reduces maintenance

costs.
● URPF improves network security and stability and defends against malicious

attacks.

15.2 Understanding URPF

Working Mode
On a complex network, the routes recorded on the local end and remote end may
be different. A URPF-enabled device on this network may discard the packets
transmitted along the correct path, but forward the invalid packets.

The device provides the following URPF modes to solve the preceding problem:

● Strict check
In strict mode, a packet passes the check only when the source IP address of
the packet exists in the FIB table and the interface of the default route
matches the inbound interface of the packet.
If route symmetry is ensured, you are advised to use the URPF strict check. For
example, if there is only one path between two network edge devices, URPF
strict check can be used to ensure network security.

● Loose check
In loose mode, a packet passes the check as long as the source IP address of
the packet matches an entry in the FIB table.
If route symmetry is not ensured, you are advised to use the URPF loose
check. For example, if there are multiple paths between two network edge
devices, URPF loose check can be used to ensure network security.

Working Mechanism
URPF enables the device to search for the source IP address of a received packet in
the FIB table to obtain the matching inbound interface. If this inbound interface is
different from the inbound interface of the packet, the device considers the source
address as a spoofing one and discards the packet. In this manner, URPF can
effectively protect the device against malicious attacks by modifying source IP
addresses in packets.

Figure 15-1 URPF working mechanism
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As shown in Figure 15-1, a bogus packet with source IP address 2.1.1.1 is sent
from RouterA to RouterB. After receiving the bogus packet, RouterB sends a
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response packet to the actual destination device RouterC at 2.1.1.1. RouterB and
RouterC are attacked by the bogus packets.

When RouterB with URPF strict check enabled receives the bogus packet with
source IP address 2.1.1.1, URPF discards the packet because the inbound interface
of the source IP address is not the interface that receives the packet.

15.3 Application Scenarios for URPF

URPF Strict Check

As shown in Figure 15-2, AS1, AS2, and AS3 are unidirectionally connected. URPF
is enabled on Interface1 and Interface2 of SwitchC to protect AS3 from source
address spoofing attacks from AS1 and AS2.

Assumes that PC A in AS1 generates a packet with the bogus source IP address
2.2.2.2 and sends the packet to the server in AS3. After receiving the packet,
RouterC checks the inbound interface of the packet and finds that the packet with
the destination IP address 2.2.2.2 must reach RouterC through Interface2. RouterC
considers the packet as a bogus packet and discards it.

The packet sent from AS2 to the server is forwarded after passing URPF check.

Figure 15-2 URPF strict check application
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URPF Loose Check
URPF is often used when multiples connections are set up between two network
edge devices.

● Single-homed client connected to one ISP

Figure 15-3 URPF enabled on single-homed client connected to one ISP
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As shown in Figure 15-3, two connections are set up between the enterprise
and the ISP device to ensure reliability. In this case, route symmetry between
the enterprise and the ISP device cannot be ensured. Therefore, URPF loose
check is used.

● Multi-homed client connected to several ISPs

Figure 15-4 URPF enabled on multi-homed client connected to several ISPs
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As shown in Figure 15-4, the enterprise is connected to several ISPs. Route
symmetry between the enterprise and the two ISP devices cannot be ensured.
Therefore, URPF loose check is used.
URPF enabled on multi-homed client connected to several ISPs can be applied
to the following situations:
– If specified packets are required to pass the URPF check in any situations,

you can create an ACL to permit packets with specified source IP
addresses to pass through.
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– The devices connected to users may only have a default route to the ISP.
Therefore, matching the default routing entry needs to be supported.

15.4 Licensing Requirements and Limitations for URPF

Involved Network Elements

Other network elements are not required.

Licensing Requirements

URPF is a basic feature of the router and is not under license control.

Feature Limitations

None

15.5 Default Settings for URPF

Table 15-1 lists the default settings for URPF. The default settings can be modified
as required.

Table 15-1 Default settings for URPF

Parameter Default Setting

URPF check Disabled

 

15.6 Configuring URPF

Pre-configuration Tasks

Before configuring URPF, configure link layer protocol parameters for interfaces to
ensure that the link layer protocol status on the interfaces is Up.

15.6.1 Configuring the URPF Check Mode on an Interface

Context

In a complicated networking environment, On a complex network, asymmetric
routes may exist. That is, the routes recorded on the local end and remote end are
different. A URPF-enabled device on this network may discard the packets
transmitted along the correct path, but forward the invalid packets.

The device provides the following URPF modes to solve the preceding problem:

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 15 URPF Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 744



● Strict check

In strict mode, a packet can pass the check only when the source IP address of
the packet exists in the Forwarding Information Base (FIB) table and the
related entries and interfaces match.

If route symmetry is ensured, you are advised to use the URPF strict check. For
example, if there is only one path between two network edge devices, URPF
strict check can be used to ensure network security.

● Loose check

In loose mode, the device does not check whether the interfaces of packets
exist in the FIB table. A packet can pass the check as long as the source IP
address of the packet exists in the FIB table.

If route symmetry is not ensured, you are advised to use the URPF loose
check. For example, if there are multiple paths between two network edge
devices, URPF loose check can be used to ensure network security.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Configuring URPF check for packets on the interface

● Configure the URPF check mode for IPv4 packets on the interface.

Run urpf { loose | strict } [ allow-default-route ] [ acl acl-number ]
The URPF check mode for IPv4 packets is configured on the interface.

● Configure the URPF check mode for IPv6 packets on the interface.

Run ipv6 urpf { loose | strict } [ allow-default-route ] [ acl acl-number ]
The URPF check mode for IPv6 packets is configured on the interface.

NO TE

To configure URPF check for IPv6 packets on an interface, enable the IPv6 function on
the interface first. Run the ipv6 command in the system view, and run the ipv6 enable
command in the interface view.

----End

15.6.2 Verifying the URPF Configuration

Procedure

Step 1 Run the display this command in the interface view to check whether URPF is
enabled on the interface.

----End
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15.7 Configuration Examples for URPF

15.7.1 Example for Configuring URPF

Networking Requirements

As shown in Figure 15-5, the R&D department of an enterprise connects to
GE2/0/0 of RouterA, and the marketing department connects to GE1/0/0. RouterA
has a reachable route to an external server, and users in the R&D and marketing
departments are allowed to connect to the server through RouterA. RouterA is
required to prevent staff in other departments from accessing the server without
permission using source IP address spoofing.

Figure 15-5 Networking diagram of URPF configuration
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Configuration Roadmap

The configuration roadmap is as follows:

Configure URPF on GE1/0/0 and GE2/0/0, and allow special processing for the
default route.
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Procedure

Step 1 Configure URPF on the interface.
<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] urpf strict allow-default-route
[RouterA-GigabitEthernet1/0/0] ip address 10.10.1.5 24
[RouterA-GigabitEthernet1/0/0] quit
[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] ip address 10.10.2.5 24
[RouterA-GigabitEthernet2/0/0] urpf strict allow-default-route

Step 2 Verify the configuration.

# Run the display this command on GE1/0/0 to check the URPF configuration.

[RouterA-gigabitethernet1/0/0] display this
#
interface GigabitEthernet1/0/0
 ip address 10.10.1.5 255.255.255.0
 urpf strict allow-default-route
#
return

# Run the display this command on GE2/0/0 to check the URPF configuration.

[RouterA-gigabitethernet2/0/0] display this
#
interface GigabitEthernet2/0/0
 ip address 10.10.2.5 255.255.255.0
 urpf strict allow-default-route
#
return

----End

Configuration Files
Configuration files on RouterA

#
sysname RouterA
#
interface GigabitEthernet1/0/0
 ip address 10.10.1.5 255.255.255.0
 urpf strict allow-default-route
#
interface GigabitEthernet2/0/0
 ip address 10.10.2.5 255.255.255.0
 urpf strict allow-default-route
#
return
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